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Abstract: EME2-AES and XCB-AES wide-block encryption with associated data (EAD) modes of
the NIST AES block cipher, providing usage guidelines and test vectors, are described. A wide-
block encryption algorithm behaves as a single block cipher with a large plaintext input and
ciphertext output, but uses a narrow block cipher (in this case Advanced Encryption Standard
[AES])) internally. These encryption modes are oriented toward random access storage devices
that do not provide authentication, but need to reduce the granularity of a potential attack.
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Documents
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In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by
any other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon
his or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
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IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
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OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
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Comments on standards
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consulting information, or advice pertaining to IEEE Standards documents.
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interests. For this reason, IEEE and the members of its Societies and Standards Coordinating Committees
are not able to provide an instant response to comments, or questions except in those cases where the matter
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Introduction

This introduction is not part of IEEE Std 1619.2™-2021, IEEE Standard for Wide-Block Encryption for Shared
Storage Media.

The purpose of this standard, similar to IEEE Std 1619™-2018 [B2], is to describe a method of encryption
for data stored in logical block-based devices, where the threat model includes possible access to stored
data by the adversary.! As in IEEE Std 1619-2018, this standard specifies length-preserving encryption
algorithms to be applied to the plaintext logical block before storing it on the storage media.

This standard improves on IEEE Std 1619-2018 by defining wide-block encryption algorithms. This means
that they act on the whole logical block at once, and each bit on the input plaintext influences every bit of
the output ciphertext (and vice versa for decryption). In particular, this standard specifies the EME2-AES
and the XCB-AES wide-block encryption algorithms.

Wide-block encryption better hides plaintext statistics and provides better protection than the narrow-block
encryption, defined in IEEE Std 1619-2018, against attacks that involve traffic analysis and/or
manipulations of ciphertext on the raw storage media.

! The numbers in brackets correspond to those of the bibliography in Annex A.
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IEEE Standard for Wide-Block
Encryption for Shared Storage Media

1. Overview

1.1 Scope

This standard specifies an architecture for encryption of data in random access storage devices, oriented
toward applications that benefit from wide encryption-block sizes of 512 bytes and above.

1.2 Purpose

This standard specifies an architecture for media security and enabling components. Wide encryption
blocks are well suited to environments where the attacker has repeated access to cryptographic
communication or ciphertext, or is able to perform traffic analysis of data access patterns. The standard is
oriented toward fixed-size encryption blocks without data expansion, but anticipates an optional data
expansion mode to resist attacks involving data tampering.

1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to)."?

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily

required (should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may
equals is permitted to).

The word can is used for statements of possibility and capability, whether material, physical, or causal (can
equals is able t0).

2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is

! The use of the word must is deprecated and cannot be used when stating mandatory requirements, must is used only to describe
unavoidable situations.
% The use of will is deprecated and cannot be used when stating mandatory requirements, will is only used in statements of fact.
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