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PREFACE

This Supplement was prepared by the Standards Australia Committee IT-012, Information
Systems, Security and Identification.

The objective of this Supplement is primary inclusion of Dedicated Hash-Function 8§ (SHA-224)
to provide the complete family of SHA hash-functions in AS ISO/IEC 10118.3—2006. The
description of SHA-224 is given in Clause 14. Test vectors for SHA-224 are given in A.8.

It was noted that there were implementations of SHA-384 and SHA-512 in the field which
correctly reproduced the test vector examples in AS ISO/IEC 10118.3 yet still failed for inputs,
containing bytes that were not standard ASCII codes. In order to perform comprehensive testing
of the SHA-224, SHA-225, SHA-384 and SHA-512 hash functions, an extended set of test
vectors is included for AS ISO/IEC 10118.3 as a part of this supplement. This additional test
vector information is given in A.9.

This Supplement is identical with, and has been reproduced from ISO/IEC 10118-
4:1998/Amd.1:2000, Information technology—Security techniques—Hash-functions—Part 3:
Dedicated hash-functions—Amendment 1: Dedicated hash-function 8 (SHA-224).

This document was originally published as an Amendment by ISO, but it is reproduced here as a
supplement with the new material augmenting rather than replacing any in
AS ISO/IEC 10118.3.

As this Supplement is reproduced from an international standard, the following applies:

(a) Its number appears on the cover and title page while the international standard number
appears only on the cover

(b) A full point substitutes for a comma when referring to a decimal marker.
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Add the following after Figure 6.

14 Dedicated Hash-Function 8 (SHA-224)

In this clause we specify a padding method, an initialising value, and a round-function for use in the general
model for hash-functions described in ISO/IEC 10118-1:2000. The padding method, initialising value and
round-function specified here, when used in the above general model, together define Dedicated Hash-
Function 8. This dedicated hash-function can be applied to all data strings D containing at most 264-1 bits.

The ISO/IEC hash-function identifier for Dedicated Hash-Function 8 is equal to 38 (hexadecimal).

NOTE Dedicated Hash-Function 8 defined in this clause is commonly called SHA-224, [2].

141 Parameters, functions and constants

14.1.1 Parameters

For this hash-function L{ =512, L, = 256 and L = 224.

14.1.2 Byte ordering convention

The byte ordering convention for this hash-function is the same as that for the hash-function of clause 10.

14.1.3 Functions

The functions for this hash-function are the same as those for the hash-function of clause 10.

14.1.4 Constants

The constants for this hash-function are the same as those for the hash-function of clause 10.
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