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PREFACE

This Standard was prepared by the Standards Australia Committee  IT/5, Financial Transaction
Systems. This Standard is identical with and has been reproduced from Dual Number and Year:

ISO 13491-1:1998, Banking—Secure cryptographic devices (retail), Part 1:  Concepts,
requirements and evaluation methods.

The objective of this Standard is to provide designers of electronic funds transfer systems with
requirements for secure cryptographic devices which incorporate cryptographic processes, and
with a methodology for verifying compliance with those requirements.

This Standard is Part 14.1 of AS 2805, Electronic funds transfer—Requirements for interfaces,
which is published in parts as follows:

AS
2805 Electronic funds transfer—Requirements for interfaces
2805.1 Part 1: Communications
2805.2 Part 2: Message structure, format and content
2805.3 Part 3: PIN management and security
2805.4 Part 4: Message authentication
2805.5.1 Part 5.1: Ciphers—Data encipherment algorithm 1 (DEA 1)
2805.5.2 Part 5.2: Ciphers—Modes of operation for an n-bit block cipher algorithm
2805.5.3 Part 5.3: Ciphers—Data encipherment algorithm 2 (DEA 2)
2805.5.4 Part 5.4: Ciphers—Data encipherment algorithm 3 (DEA 3) and related

techniques
2805.6.1 Part 6.1: Key management—Principles
2805.6.2 Part 6.2: Key management—Transaction keys
2805.6.3 Part 6.3: Key management—Session keys—Node to node
2805.6.4 Part 6.4: Key management—Session keys—Terminal to acquirer
2805.6.5.1 Part 6.5.1: Key management—TCU initialization—Principles
2805.6.5.2 Part 6.5.2: Key management—TCU initialization—Symmetric
2805.6.5.3 Part 6.5.3: Key management—TCU initialization—Asymmetric
2805.9 Part 9: Privacy of communications
2805.10 Part 10: File transfer integrity validation
2805.11 Part 11: Card parameter table
2805.12.1 Part 12.1: Message content—Structure and format
2805.12.2 Part 12.2: Message content—Codes
2805.12.3 Part 12.3: Message content—Maintenance of codes
2805.13.1 Part 13.1: Secure hash functions—General
2805.13.2 Part 13.2: Secure hash functions—MD5
2805.13.3 Part 13.3: Secure hash functions—SHA-1
2805.14.1 Part 14.1: Secure Cryptographic devices (retail)—Concepts, requirements and

evaluation methods (this Standard)

The following Handbooks relate to the AS 2805 series of Standards:

HB 127 Electronic funds transfer—Implementing message content Standards—Conversion
Handbook (changing from AS 2805.2 to the AS 2805.12 series)

HB 128 Electronic funds transfer—Implementing message content Standards—Terminal
Handbook

HB 129 Electronic funds transfer—Implementing message content Standards—Interchange
Handbook



iii

Parts of the AS 2805 series that are in the course of preparation are as follows:
Message authentication using DEA 3

In the AS 2805 series of Standards, the definitions of words and phrases used are specific to the
Part in which they appear.

The term ‘informative’ has been used in this Standard to define the application of the annex to
which it applies. An ‘informative’ annex is only for information and guidance.

As this Standard is reproduced from an International Standard, the following applies:

(a) Its number does not appear on each page of text and its identity is shown only on the
cover and title page.

(b) In the source text ‘this part of ISO 13491’ should read ‘this Australian Standard’.

(c) A full point should be substituted for a comma when referring to a decimal marker.

References to International Standards should be replaced by references to equivalent Australian
or Australian/New Zealand Standards, as follows:

Reference to International Standard Australian or Australian/New Zealand
Standard

ISO AS

7498

7498-2

Information processing systems—
Open Systems Interconnection—
Basic Reference Model
Part 2:  Security architecture

2777

2777.2

Information processing systems—
Open Systems Interconnection—
Basic reference model
Part 2:  Security architecture

8908 Banking and related financial
services—Vocabulary and data
elements

—

9564

9564-1

Banking—Personal Identification
Number management and security
Part 1:  PIN protection principles
and techniques

—

—

9807 Banking and related financial
services—Requirements for message
authentication (retail)

—

10202 Financial transaction cards—
Security architecture of financial
transaction systems using integrated
circuit cards

—

11568 Banking key management (retail) —

13491

13491-2

Banking—Secure cryptographic
devices (retail)
Part 2:  Security compliance
checklists for devices using
magnetic stripe cards

—

—










