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Abstract: Specifications of common public key cryptographic techniques based on hard
problems over lattices supplemental to those considered in IEEE Std 1363-2000 and IEEE Std
1363a-2004, including mathematical primitives for secret value (key) derivation, public key
encryption, identification and digital signatures, and cryptographic schemes based on those
primitives are provided. Also presented are specifications of related cryptographic parameters,
public keys, and private keys. Class of computer and communications systems is not restricted.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information contained in its standards.
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purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”
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advice of a competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the formal
position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
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Introduction

This introduction is not part of IEEE Std 1363.1-2008, IEEE Standard Specification for Public Key Cryptographic
Techniques Based on Hard Problems over Lattices.

The IEEE P1363™ project started as the “Standard for Rivest-Shamir-Adleman, Diffie-Hellman, and
Related Public Key Cryptography” with its first meeting in January 1994, following a strategic initiative by
the Microprocessor Standards Committee to develop standards for cryptography. Over the next eight years,
the working group produced a broad standard reflecting the state of the art in public key cryptography,
including techniques from three major families of hard problems. In addition, the working group drafted an
addendum that provides additional techniques from those three major families. A more thorough history of
the IEEE P1363 working group and its contributions beyond IEEE Std 1363™-2000 are given in the
Introduction to IEEE Std 1363-2000.

At the same time, new cryptographic research was producing additional families of cryptographic
techniques such as the family of techniques based on hard problems over lattices. These techniques enjoy
operating characteristics that make them attractive in certain implementation environments, and thus they
have received considerable scrutiny and deployment.

As a result, the working group proposed a new project to standardize techniques from this family. This
project was approved by the Microprocessors and Microcomputers Standards Committee, and this current
standard is the result of this project.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.
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Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA web site at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/iece/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable
or non-discriminatory. Users of this standard are expressly advised that determination of the validity of any
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.

Participants

At the time this standard was submitted to the IEEE-SA Standards Board for approval, the P1363 Working
Group had the following membership:

William Whyte, Chair
Don Johnson, Vice Chair

Matthew Ball Andy Dancer Jim Randall
Xavier Boyen David Jablon Roger Schlafly
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Mark Chimley Michael Markowitz Yongge Wang
Luther Martin
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IEEE Standard Specification for Public
Key Cryptographic Techniques Based
on Hard Problems over Lattices

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory
requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may be found
under the heading “Important Notice” or “Important Notices and Disclaimers Concerning
IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

This standard provides specifications of common public key cryptographic techniques based on hard
problems over lattices supplemental to those considered in IEEE Std 1363™-2000 [B47]' and IEEE Std
1363a™-2004 [B48], including mathematical primitives for secret value (key) derivation, public key
encryption, identification and digital signatures, and cryptographic schemes based on those primitives.
Specifications of related cryptographic parameters, public keys, and private keys are also presented. Class
of computer and communications systems is not restricted.

1.2 Purpose

The transition from paper to electronic media brings with it the need for electronic privacy and authenticity.
Public key cryptography offers fundamental technology addressing this need. Many alternative public key
techniques have been proposed, each with its own benefits. IEEE Std 1363-2000 [B47] and IEEE Std
1363a-2004 [B48] have produced a comprehensive reference defining a range of common public key

! The numbers in brackets correspond to those of the bibliography in Annex B.
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