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Abstract: This standard is for a Protection Profile for Hardcopy Devices in a commercial
information processing environment in which a moderate level of document security, network
security, and security assurance are required. Typically, the day-to-day proprietary and
nonproprietary information needed to operate an enterprise will be handled by this environment.
This environment will be known as “Operational Environment B.”
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Introduction

This introduction is not part of IEEE Std 2600.2™-2009, IEEE Standard Protection Profile for Hardcopy
Devices in IEEE Std 2600™-2008 Operational Environment B.

This document is a standard for a Common Criteria Protection Profile for Hardcopy Devices. It is intended
to be used by manufacturers of Hardcopy Devices to write conformant Security Target documents for
Common Criteria certification of their hardcopy device products. It may also be used to write conformant
Protection Profiles for Hardcopy Devices.

This standard is related to IEEE Std 2600™-2008. IEEE Std 2600-2008 is a more general standard for
hardcopy device security and contains a large amount of content that is beyond the scope of or otherwise
inappropriate for a Common Criteria Protection Profile. The two standards are related by way of the
compliance clause of IEEE Std 2600-2008. With some well-defined exceptions, 8.1.2 of
IEEE Std 2600-2008 contains Security Objectives that are technically consistent with the Security
Objectives (APE_OBJ) clause of this document. The exceptions to this consistency between
IEEE Std 2600-2008 and this standard are distinguished by the use of the word “should” instead of “shall”
in IEEE Std 2600-2008 and the absence of those objectives in this standard.

For more information

Further information, including the status and updates of this standard, can be found on the Internet at
http://grouper.ieee.org/groups/2600/.

Comments or questions regarding this document should be directed to stds-2600-2@ieee.org. The comments should
include the title of the document, the page, section, and paragraph numbers, and a detailed comment or
recommendation.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
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amendments, corrigenda, or errata, visit the IEEE Standards Association Web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA website at http://standards.ieee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL
for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. The IEEE is not responsible for identifying
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable
or non-discriminatory. Users of this standard are expressly advised that determination of the validity of any
patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further
information may be obtained from the IEEE Standards Association.
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IEEE Standard Protection Profile
for Hardcopy Devices in

IEEE Std 2600'-2008
Operational Environment B

IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory
requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.html.

1. Overview

11 Scope

This standard is for a Protection Profile for Hardcopy Devices in a commercial information processing
environment in which a moderate level of document security, network security, and security assurance are
required. Typically, the day-to-day proprietary and nonproprietary information needed to operate an
enterprise will be handled by this environment. This environment will be known as “Operational
Environment B.”

1.2 Purpose

The purpose of this standard is to create a security Protection Profile (PP) for Hardcopy Devices in
Operational Environment B as defined in IEEE Std 2600™-2008."

1.3  Application notes

Application notes are provided where they may contribute to the reader’s understanding. These notes, while
not part of the formal statement of this Protection Profile, are included as an acknowledgment of the
diverse uses of this document and are intended to provide guidance to its users.

! Information on references can be found in Clause 2.
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